Hard Disk Forensics Automation System :

Analysis Assistant based on LLM with RAG
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AmcacheParser
AppCompatCacheParser
Artifacts
EvixECmd
IMDXRipper
JLECmd

LECmd

Logs
MFTECmd_$Boot
MFTECmd_$)
MFTECmd_$MFT

MFTECmd_$MFT_DumpResidentFiles
MFTECmd_$MFT_FileListing
MFTECmd_$MFT_ProcessMFTSlack

MTFSLogTracker_$)
MTFSLogTracker_$LogFile
PECmd

RECmd
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SQLECmd
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EO1 Image - CSV

273,273,2020-09-18 22:44:50.1930631,15,Info,SecurityCenter,Application,0,0,DESKTOP-
SDN1RPT.C137.local,4,,Windows Security Center State Changed,,,Updated Windows Defender status
successfully to SECURITY_PRODUCT_STATE_ON.,,,,,,,False,E:\Kape
Output\G\Artifacts\G\Windows\System32\winevtllogs\Application.evtx,0x80000000000000,0,"{""EventData"":
{""Data"":""Windows Defender, SECURITY_PRODUCT_STATE_ON"",""Binary"":""""}}"

\ 4

Tagging - CSV

Type : eventlog_15

Lastwritetimestamp: 2020-09-18 22:44:43

Description : "TimeCreated : 2020-09-18 22:44:43.6770729 | Channel : Application | Provider : SecurityCenter |
EventID : 15 | Computer : DESKTOP-SDN1RPT.C137.local | Message : {""EventData"":{""Data"":""Windows
Defender SECURITY_PRODUCT_STATE_ON"",""Binary"":""""}}"

Tags: ARTIFACT_EVENT_LOG|EVENT_ACCESSED|STATE_ACTIVE|TIME_CREATED|TIME_OLD
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PostgreSQL milvus
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Reranking ———r"~

HyDE Of|A 2E=0{tH Ef 7|8 SQLF 2| S 4

PostgreSQLO-" I-II"E' OI-EI]IHE = 1*'- _'?': — §¢ INFO][Worker-3] 2 H|E 27 (961, 9.76=, device=cpu)

INFO][Worker-3] Milvus insert 2t& (96J1) - 0Oll: [7532648, 7532653, 7532658]...
INFO][Worker-3] 9671 row =% (last_id=7533603, = =192)

INFO][Worker-2] 2 H|E 2t= (96, 11.86Z=, device=cpu)

’ INFO][Worker-2] Milvus insert 2t& (96J4) - Ol : [7532647, 7532652, 7532657]...

[
[
[
[
[
INFO][Worker-2] 9671 row =3 (last_id=7533602, 5= =192)
INFO][Worker-0] 2 H|E 2t= (967, 11.36Z, device=cpu)
INFO][Worker-8] Milvus insert 2t& (96J4) - Ol : [7532645, 7532650, 7532655]...
INFO][Worker-0] 9671 row =3 (last_id=7533600, 5= =192)
AT HAES IE‘IQI'(384XI'%-I) AlZ1 G|O|E= MI|VUS(VDB)0'" PRSI [ 1hFo][Worker-1] 2B 22 (967§, 13.12%, device=cpu)
INFO][Worker-1] Milvus insert 22 (9671) - 0l : [7532646, 7532651, 7532656]...
INFO][Worker-1] 967 row Z=3| (last_id=7533601, + Zi=192)
INFO][Worker-4] 2 H|E =2tF (96Jf, 13.68=, device=cpu)
INFO][Worker-4] Milvus insert 2t= (96JH) - Of: [?532644 7532649, 7532654]...
INFO][Worker-4] 967 row =32 (last_id=7533599, +Zi=192)
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"keywords": [],

"ARTIFACT": ["ARTIFACT_AMCACHE","ARTIFACT_PREFETCH"],
"EVENT": ["EVENT _RECOVERED","EVENT_EXECUTED"],
"AREA": ["AREA_APPDATA_LOCAL","AREA_PROGRAMFILES"],
"SEC": ["SEC_CREDENTIAL_ACCESS"],

"FORMAT": ["FORMAT _DATABASE","FORMAT _LOG"],

"ACT": ["ACT_SEARCH","ACT_EXECUTE"],

"TIME": [],

"STATE": ['STATE_ENCRYPTED"],

"time_parsed": {"type": "none","start": null,"end": null}
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type,
lastwritetimestamp,
description,
tag
FROM artifact_all
WHERE
(
type = ANY(ARRAY['ARTIFACT_AMCACHE','ARTIFACT_PREFETCH']::text[])
OR regexp_split_to_array(replace(tag, ' ', "), '[|.]") && ARRAY['ARTIFACT_AMCACHE','ARTIFACT_PREFETCH']::text[]

AND
(
regexp_split_to_array(replace(tag, ' ', "), '[|.]") && ARRAY['EVENT_RECOVERED','EVENT_EXECUTED']::text[]
OR regexp_split_to_array(replace(tag, ' ', "), '[|.]') && ARRAY['AREA_APPDATA_LOCAL','AREA_PROGRAMFILES"]::text[]
OR regexp_split_to_array(replace(tag, ' ', "), '[|.]') && ARRAY['FORMAT_DATABASE''FORMAT_LOG']::text(]
OR regexp_split_to_array(replace(tag, ' ', "), '[|.]") && ARRAY['ACT_SEARCH','ACT_EXECUTE']::text([]
OR regexp_split_to_array(replace(tag, ' ', "), '[|.]') &8 ARRAY['SEC_CREDENTIAL_ACCESS']::text[]
OR regexp_split_to_array(replace(tag, ' ', "), '[|.]') &8 ARRAY['STATE_ENCRYPTED']::text[]

)
ORDER BY Iastwritetﬂmestamp;l
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I called the Chief excitedly. “Chief, looks like I am very close! I only need to get one chat and I am going to
have her last location!”

There was just one little nuisance: the entire chat history seems encrypted.

Hard Final!

700

Solved 44 times

Q: What is the chat password?
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Thank you for watching




